IN THE CIRCUIT COURT OF THE TWENTIETH JUDICIAL CIRCUIT
ST. CLAIR COUNTY, ILLINOIS

LAW DIVISION
PEG LEG PRODUCTIONS, LLC, ) ‘ o
) No./Z MR [%7 5.
Petitioner, )
v. )
)
CHARTER COMMUNICATIONS, L1C, )
)
Respondent. )
)
) CIRg
PETITION FOR DISCOVERY BEFORE SUIT TO IDENTIFY RESPONSIBLE
PERSONS AND ENTITIES
1. Petitioner Peg Leg Productions, LLC, through its undersigned attorney, hereby

petitions this Court for entry of an Order requiring Respondent Charter Communications, LLC
(“Charter”) to provide the identifying information of the subscribers associated with the Internet
Protocol (“IP”) addresses listed on Exhibit A attached hereto, and in support thereof, states as
follows: |
NATURE OF THE ACTION

2. Petitioner brings this petition pursuant to Illinois Supreme Court Rule 224 to
identify unidentiﬁéd John Does (“Does™) so that Petitioner may file an action for computer fraud
and abuse, computer tampering, and civil conspiracy against them.

THE PARTIES

3. Petitioner is a limited liability company formed under the laws of the State of
Delaware with its principal place of business in St. Clair County, Illinois. Petitioner’s computer
systems are accessible in St. Clair County, Illinois. |

4, Respondent Charter is an Internet Service Provider (“ISP”) that provides Internet

services to the Does that Petitioner seeks to identify. Does are known to Petitioner solely by an




Internet Protocol (*IP") address given to Does by Charter. An IP address is a unique number that
is assigned to Internet users by an ISP at a given date and time.

5. Charter records the time and date that it assigns an IP address to a subscriber and
maintains in logs for a period of time a record of the assignment. Charter also maintains records
which typically include the name, one or more addresses, one or more telephone numbers, and
one or more e-mail addresses of the subscriber. However. these records are not public and are not
available to Petitioner at this time. Charter is the only entity that can link the Does’ IP address to
the Does” true identitie;.

JURISDICTION AND VENUE

6. Pursuant to 134 1il. 2d R. 224 “[tjhe action for discovery shall be initiated by the
filing of a verified petition in the circuit court of the county in which the action or proceeding
might be brought or in which one or more of the persons or entities from whom discow;rery is
sought resides.” Respondent Charter resides in this county and tfansacts business in this county.
Further. some or all of the Does reside in this county. committed acts in this county and directed
unlawful activity towards this county.

7. This Court has subject matter jurisdiction over this matter because a petition for
pre-suit discovery falls within the exclusive original jurisdiction of the Circujxt Court. [ii. Const.,
Art. V1, § 9: 134 1IL. 2d R. 224; see also Shutes v. Fowler, 584 N.E.2d 920, 923 (IlI. App. Ct.
1991) (“Rule 224 is constitutional and confers subject-matter jurisdiction on the circuit court.”)

| BACKGROUND

8. Petitioner operates a private “members only” website that delivers content to

paying members. Petitioner does not own the copyrights in the content it distributes. Instead,

Petitioner licenses content from third-parties.



9. A core concern for website operators, such as Petitioner, is éomputer security.
Petitioner’'s computers are its key business assets. They deliver content to Petitioner’s paying
customers. Without properly functjoning computers, Petitioner’s business cannot function.

10.  Petitioner faces an epidemic that threatens the very nature aﬁd livelihood of its
business. Petitioner’s computer systems are targeted by unauthorized individuals on a daily basis.
The efforts of these individuals result in considerable damage to Petitioner’s computer systems
and business reputation, and Petitioner is forced to spend considerable resources in responding to
these attacks.

1. Computer crimes have become a serious threat to anyone maintaining private or
protected computer systems. Se¢ Michael Mimoso. Cyhercrime Gang Recruiting Botmasters for
Large-Scale MiTM Autacks on American Banks, THE THREAT PosT, Oct. 4, 2012, attached hereto
as Exhibit B (explaining that “{al]s many as 30 banks have been targeted"' recently by cyber
hackers.); Bryon Acohido, No Slowdmen in Sight for Cyberatiacks. USA Tapay, July 30, 2012,
attached hereto as Exhibit C (Eddie Schwartz, chief security officer of security firm RSA stating
that “{i]t’s easier and safer for a criminal to steal money from an online bank account, rather than
have to walk into a bank — or to steal intellectual property in an online setting, rather than have
to send in a human spy.™).

12, Even large corporations and governmental agencies are not immune from hacking
attacks. See Kim Zetter. Hackers Release | Million Apple Device IDs Allegedly Stolen From FBI
Laptop, WIRED, Sept. 4, 2012, attached hereto as Exhibit D (explaining that a hacker group

obtained “1 million Apple device IDs that” were “obtained from an FBI computer they

hacked.™).



13, The courts have an important role to play in discouraging corﬁputcr misuse. See
Glenn Chapman, Cyber Defenders Urges to go on the Offense, AMERICAN FREE PRESS, July 26,
2012, attached hereto as Exhibit E (former FBI cyber crime unit chief Shawn Henry explaining
that “I believe the threat from computer network attack is the most significant threat we face as a
civilized world, other than a weapon of mass destruction.” and Black Hat founder Jeff Moss
proposing that “cyber attackers also be fought on legal fronts, with companies taking suspected
culprits to court.”).

14.  Even the United States government is taking important stebs to protect itself
against cyberattacks. See Mark Mazzetti and David E. Sanger, Security Leader Says U.S. Would
Retaliate Against Cyberattacks, THE NEwW YORk TiMmEs, March 12, 2013, attached hereto as
Exhibit F (“the nation’s top intelligence official. James R. Clapper Jr., warned Congress that a
major cyberattack on the United States could cripple the country’s infrastruéture and economy,
and suggested that such attacks now pose the most dangerous immediate threat to the United
States, even more pressing than an attack by global terrorist networks.”).

FACTUAL ALLEGATIONS

1S,  Petitioner’s computer systems are secured by user authentication systems.
Individuals seeking to legitimately access Petitioner’s computer systems must possess valid
username and password credentials. These credentials are not publicly available. Petitioner did
not provide Does with credentials to its computer or access to the content thereon.

16.  The unknown Does in this case belong to hacking community where hacked
usernames and passwords are passed back and forth so the members can gain unauthorized
access to computer systems and websites they would not normially be able to access, Once the

Does gained unauthorized access to Petitioner’s computer system they were able to gain access



to Petitioner’s and Petitioner’s clients’ private information. Petitioner wants to file an action for
cﬁmputer fraud and abuse, computer tampering, and civil conspiracy against these Does in order
to protect itself from these attacks.

17.  Does agreed to assist one another in gaining unauthorized access to Petitioner’s
computer systems and then share with one another the information stored on those systems. Does
agreed with one another to collaborate in gaining unauthorized access to Petitioner’s computer
systems and to distribute the information stored on Petitioner’s computer systems amongst one
another. Specifically. on information and belief Does shared information about vulnerabilities in
Petitioner’s computer systems. encouraged one another on Internet chat rooms to proceed with
breaching Petitioner’s computer systems, and then collaborated to distribute the information they
secured from Petitioner’s computer systems.

18.  Petitioner does not know the identities of the unknown Does, b_ut does know their
IP addresses. Petitioner used publicly available reverse-lookup databases on the Intemet to
determine that Charter is the ISP that provided the IP addresses to the Does listed in Exhibit A.

19.  Petitioner anticipates filing an action for computer fraud and abuse, computer
tampering. and civil conspiracy against the Does once they are identified.

A. Computer Fraud And Abuse

20. The allegations contained in the preceding paragraphs are hereby re-alleged as if
fully set forth herein.

21, Petitioner owns and operates computer systems that distribute licensed content.
Petitioner generates revenue by requiring third-parties to pay a fee for acc-essing its systems.

Members are assigned a username and password in order to access the system.



22. The Does obtained usernames and passwords from a website that allows its
~ members to trade stolén usernames and passwords amongst one another. The Does used the
stolen usernames and passwords to intentionally gain unauthorized access to Petitioner’s
protected computer systems. Once they gained unauthorized access to Petitioner’s protected
computer systems, they permitted others to do the same.

23.  The Does accessed Petitioner’s computer systems as though they were paying
members. The Does became privy to private information, including information regarding the
identities of Petitioner’s customers, account information, financial information, and computer
programs and security information.

24,  Since Does accessed the website through a hacked password. they are not
required to provide any identifying personal information, such as their true names, addresses,
telephone numbers or emait addresses. Does can only be identified by their IP addresses.

25.  The individuals committing these unlawful activities are identified by their IP
addresses as well as the dates and times they uniawfully accessed Petitioner’s computer systems.
This information is set forth in Exhibit A.

26. Petitioner used publicly available reverse-lookup databases 6n the Internet to
determine what ISP issued the IP address. The Does Petitioner seeks to identify through this
petition are all subscribers of Charter.

27.  Petitioner has suffercd a loss due to the Does’ fraud and abuse of Petitioner’s
computer systems in excess of $250.000. The loss to Petitioner includes, but i.s not limited to, 1)
costs associated with detecting the unauthorized breaches and identifying the IP addresses of

those associated, 2) costs associated with restoring its computer systems to their condition prior



to the breach of its computer systems and preventing future breaches, and 3) lost revenue and
costs incurred due to interruption of cc;mputer service, |

28.  Petitioner has been damaged due to the Does’ fraud and abuse of Petitioner’s
computer systems in excess of $250,000. The damage to Petitioner includes, but is not limited to,
1) harm to its business reputation, and 2) impairment to Petitioner’s computer systems made by
changes to the systemss caused by the Does and their hacking programs.

29, The above alleged facts support a claim of computer fraud and abuse by Petitioner

against the Does under 18 U.S.C. § 1030.!
B. Computer Tampering

30.  The allegations contained in the preceding paragraphs are hereby re-alleged as if
fully set forth herein.

3i.  The Does kﬁowingiy. and without the authorization of Petitioner, inserted hacking
computer programs into Petitioner’s computer systems that allowed them to gain access to the
private computer systems. The Does’ computer programs altered Petitioner’s computer systems
by disabling its security protocols.

32. Once the Does gained unauthorized access, they knowingly, and without the
authorization of Petitioner, obtained data and services as though they were paying members.

33, Petitioner has sut:fered a loss due to the Does unauthorized tampering of
Petitioner’s computer systems in excess of $250,000. The loss to Petitioner includes, but is not
limited to, 1) costs associated with detecting the unauthorized breaches and-identifying the IP

addresses of those associated. 2) costs associated with restoring its computer systems to their

"A private right of action exists under the Act under 18 U.S.C. § 1030(g).



condition prior to the breach of its computer systems and preventing future breaches, and 3) lost

revenue and costs incurred due to interruption of service.

34.  The above alleged facts support a claim of Computer Tampering under 720 ILCS

5§16D-3.2
C. Civil Conspiracy

35, The allegations contained in the preceding paragraphs are heréby re-alleged as if
fully set forth herein.

36.  The Does colluded with one another and other members of a hacking community
to gain unauthorized access to Petitioner's protected computer systems. The hacking
community’s members shared hacked usernames and passwords among otherAmembers {0 ensure
that they had access to Petitioner's protected computer systems.

37.  The Does reached an agreement with their fellow co-conspirators to gain unlawful
access to Petitioner’s computer systems and gain access to private and protected information.
The Does were aware that the hacked usernames and passwords they used did not belong to them
and that they did not have Petitioner’s permission to access its computer systems and electronic
communications,

38.  The Does committed over! tortious and unlawful acts by using hacked usernames
and passwords to impermissibly obtain access to Petitioner's protected computer systems and

electronic communications.

39.  As a proximate resuit of this conspiracy, Petitioner has been damaged, as is more

fully alleged above.

? A private right of action exists under the Statute under 720 ILCS 5 § 16D-3(c).
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PRE-SUIT DISCOVERY

40.  The allegations contained in the preceding paragraphs are hereby re-alleged as if
fully set forth herein,

41.  Each Doe us;ed one or more hacked passwords to gain unauthorized access to
Petitioner’s protected computer systems in direct violation of the Computer Fraud and Abuse
Act, 18 U.S.C. § 1030, and Computer Tampering, 720 ILCS 5 § 16D-3.

42,  The above alleged facts support claims of computer fraud and abuse, computer
tampering, and civil conspiracy by Petitioner against the Does. Petitioner will be an actual party,
and not merely a witness or other third party to the claims brought against the Does.

43.  Petitioner does not know the Does’ true identities. Each of the Daes’ true
identities is known only to each Doe and by Charter, to which each Doe subscribes.

44, Petitioner seeks the name. address, telephone number, email address, MAC
address and any other form of information that may be used to identify the Does. Petitioner is
interested in and entitled to this information so that Petitioner may bring claims of computer
fraud and abuse, computer tampering. and civil conspiracy against the Does in this county.

45.  Petitioner has a right to the relief sought in order to identify the unknown Does,
which is a condition precedent to Petitioner filing an action against the Does, who will be
defendants.

46.  The discovery sought is material to Petitioner’s anticipated actions at law.

WHEREFORE, Petitioner respectfully requests that the Court enter a judgment:

(A}  Entering an Order requiring Charter to turn over the following identifying
information of the subscribers associated with the IP addresses listed on Exhibit A, attached

hereto:



o True Name;

o Address;

¢ Telephone Number;

e E-mail Address; and

o Media Access Control Address.

(B)  Granting Petitioner further relief as this Court deems just and proper.

Respectfully submitted,

Peg Leg Productions, LLC

Gl M/@

DATED: April 15, 2013

Paul A. Duffy, Esq. (Bar No. 6210496)
2 N. LaSalle Street

13th Floor

Chicago, IL 60602

312-476-7645

Attorney for Petitioner

Kevin T. Hoerner, #6196686

Becker, Paulson, Hoerner & Thompson, P.C.
5111 West Main Street

Belleville, IL 62226

(618) 235-0020

Attorney for Petitioner
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VERITFICATION

Under penalties of perjury as provided by law pursuant to section 1-109 of the code of
civil procedure, the undersigned certifies that the statements set forth in this instrument are true
and correct, except as to matters herein stated to be on information and belief and as to such
matters the undersigned certifies as aforesaid that the undersigned verily believe the same to be

{rue.

Mark Lutz — Declarant x
SUBSCRIBED and SWORN TO

Before Me This [l J’S day of {{l ff , 2013,

Notary Publf/

oy, TALLL CHABRRA
Vpgype? boresd T B Bty Sirvos







I Address

Date/Time (UTC)

75.133.94.42

2013-03-13 03:07:09

24.107.216.125

2013-03-19 23:47:30

68.185.197.201

2013-03-17 09:46:27

75.138.236.245

2013-03-20 13:58:42

96.37.158.177

2013-03-16 02:59:20

71.86.99.27

2013-03-14 00:27:39

66.168.108.230

2013-03-04 18:55:26

24.151.140.196

2013-03-22 01:11:24

24.196.238.86

2013-03-12 02:10:12

75.143.152.47

2013-03-11 02:19:32

57.94.210.121

2013-03-18 22:50:19

66.169.6.8

2013-03-12 13:23:12

75.130.106.77

2013-03-13 19:20:07

75.141.101.69

2013-03-67 12:03:55

75.138.106.96

2013-03-22 15:42:45

71.84.45.190

2013-03-01 15:11:13

24,158,114.25

2013-03-20 06:50:47

68.119.148.129

2013-03-22 15:44:08

71.8.75.42

2013-03-12 04:05:29

71.81.177.240

2013-03-22 05:50:43

71.84.171.167

2013-03-13 19:38:52

24,151.197.103

2013-03-16 05:00:30

97.89.25.0 2013-03-12 00:51:47
24.203.10.159 |2013-03-18 21:42:30
68.114.1.162 2013-03-14 22:30:27
71.13.17.143 2013-03-16 04:54:37

75.131.46.137

2013-03-14 00:27:45

24.241.54.245

2013-03-19 11:14:10

24.151.142.73

2013-03-11 03:10:56

71.87.151.224

2013-03-20 06:41:09

75.136.162.213

2013-03-22 09:46:27

75.135.192.204

2013-03-04 03:24:42

24.236.217.107

2013-03-11 04:53:46

71.90.208.202

2013-03-0501:41:16

71.93,165.74

2013-03-03 02:21:34

68.190.19.53

2013-03-15 10:08:20

07.94.113.195

2013-03-22 05:29:00

68.187.116.46

2013-03-07 01:29:35

66,191.221,86

2013-03-02 21:17:45

75.141.134.181

2013-03-07 11:52:27

24.205.183.38

2013-03-17 01:35:36

75.128.60.91

2013-03-13 23:56:59

68.191.132.183

2013-03-21 15:11:27

71.94.167.60 2013-03-1907:10:54
24.176.137.211 12013-03-09 15:38:04
71.91.72.187 2013-03-18 05:27:50




68.112.186.168

2013-03-20 08:42:59

75.137.250.16

2013-03-01 06:52:24

71.83.240,189

2013-03-18 21:42:55

68.186.65.70

2013-03-13 15:04:42

68.118.39.240

2013-03-19 08:47:04

68.184.118,70

2013-03-10 21:26:24

96.37.244.228 12013-03-19 23:47:39
71.91.41,149 2013-03-05 21:00:05
97.92.120.94 2013-03-11 04:34:08
97.95.36.104 2013-03-02 22:50:36

75.131,195,85

2013-03-15 03:23:27

71.85.228.141

2013-03-04 21:38:17

24.197.243.103

2013-03-18 23:57:59

71.9.123.57

2013-03-02 09:18:18

71.85.2.53

2013-03-19 02:04:09

75.131.195.247

2013-03-14 01:25:54

66.188.46.228

2013-03-18 01:42:22

75.137.113.245

2013-03-04 18:23:39

75.142.110.4 2013-03-11 08:38:27
97.88.156.186 {2013-03-15 08:32:12
24.205.91.8 2013-03-22 00:46:30
24.231.221.13 {2013-03-10 01:02:43
68.113.99.166 {2013-03-01 21:11:38
24.236.139.3 2013-03-22 07:03:40
97.85.41.86 2013-03-13 07:25:00
71.80.155.73 2013-03-18 02:59:56
06.39.32.238 2013-03-1505:15:35
71.91,189,134 12013-03-20 16:21:51
68.116.85.69 2013-03-02 13:55:52

66.215.218.179

2013-03-04 06:11:21

24.107.128.195

2013-03-17 04:51:39

75.142.238.249

2013-03-13 05:32:32

75.134.90.191

2013-03-18 16:19:05

71.95.156.37 2013-03-20 04:33:48
24.183.92.115 12013-03-21 15:44:42
97.94.101.25 2013-03-20 01:34:01

24.205.234.140

2013-03-03 20:41:32

24.247.116.158

2013-03-04 02:34:02

24.205.241.110

2013-03-19 04:43:44

24.151.81.25 2013-03-17 23:46:30
97.81.89.254 2013-03-20 05:08:31
97.81.67.234 2013-03-17 07:35:43

75.142.242.234

2013-03-17 01:34:20

75.128.131.210

2013-03-15 06:48:45

24.182.224.12

2013-03-1505:16:19

66.189,28.39

2013-03-22 12:45:05

96.41.27.122

2013-03-15 16:11:51




75.134.188.218

2013-03-22 (09:29:01

71.92.86.62 2013-03-19 06:28:26
24.107.165.5 2013-03-04 03:52:04
97.93.77.186 2013-03-19 05:36:05
71.80.45.120 2013-03-17 02:25:23

66.168,75.172

2013-03-15 22:59:30

97.87.139.128

2013-03-11 08:03:54

66.215.252,250

2013-03-20 16:21:36

24,181.28.192

2013-03-18 08:11:30

71.82.46.147 2013-03-19 22:03:23
68.114.52.216 |2013-03-1510:19:18
06.41.83.126 2013-03-02 09:57:07
24.240.23.18 2013-03-15 15:16:40

71.83,122.248

2013-03-19 14:17:42

97.85.176.189

2013-03-07 00:47:24

75.140.109.91

2013-03-10 22:04:31

75.136.113.211

2013-03-12 21:35:21

97.92.199.9

2013-03-15 19:41:00

71.92.209.124

2013-03-04 21:15:10

68.189.219.128

2013-03-01 01:59:11

75.130.103.253

2013-03-04 09:44:28

24,217,142, 108

2013-03-07 04:26:08

24.196.173.25

2013-03-19 03:28:33

75.135.0.103

2013-03-17 22:27:26

96.38,169.68

2013-03-17 02:44:00

68.191.209.210

2013-03-19 00:11:49

97.83.201.204

2013-03-22 07:21:05

68.118,7.248 2013-03-12 09:09:50
97.88.198.142  12013-03-02 01:22:23
68.185.69.36 2013-03-20 06:41:14
68.117.195.4 2013-03-03 23:25:17

24.196.36.189

2013-03-19 19:00:20

68.114.137.12

2013-03-19 09:51:29

71.11.25.161

2013-03-16 23:49:22

75.134.50.54

2013-03-04 16:56:45

24.240.21.192

2013-03-1021:43:21

68.186.138.33

2013-03-22 12:58:57

71.14.18.196 2013-03-20 13:42:07
71.84.16.93 2013-03-22 15:43:15
97.82.134.144  |2013-03-17 04:10:14
75.138.62.6 2013-03-11 07:20:24
24.17872.188 |2013-03-20 15:34:56
24.247.217.209 12013-03-01 01:16:59
71.93.107.207 {2013-03-19 04:15:52
97.92.48.86 2013-03-02 08:39:46
71.82,167.9 2013-03-22 03:46:52

97.81.96.83

2013-03-19 01:00:51




71.89.147.3

2013-03-19 16:25:56

24.180.184.18

2013-03-10 06:19:49

24.176.131.46

2013-03-21 23:06:44

68.190.233.245

2013-03-15 08:31:45

66.190.49.201

2013-03-14 21:44:09

24.247.173.190

2013-03-17 03:39:36

68.119.33.13 2013-03-18 20:21:12
24.197.10.26 2013-03-03 14:33:15
24.183.93.1 2013-03-12 05:42:39
71.94.244 58 2013-03-20 12:21:59
68.184.96,132  12013-03-20 16:50:16
97.94.103.84 2013-03-05 01:57:56
75.136.36.90 2013-03-19 00:48:54
24.247.118.100 {2013-03-13 06:34:49
66.189.64.40 2013-03-22 06:37:24
66.227.160.54 12013-03-14 22:53:38
96.35.125.84 2013-03-19 01:00:41

75.138.113.224

2013-03-20 14:55:17

75.134.204.135

2013-03-15 17:36:25

71.88.200.138

2013-03-10 9:22:03

68.117.41.84 2013-03-12 10:47:37
75.138.201.41  12013-03-05 01:40:00
24.159.8.201 2013-03-14 21:50:11
66.191.23.28 2013-03-01 00:49:14

24.247.184.255

2013-03-20 16:25:44

68.114.212.115

2013-03-06 22:26:33

24.183.139.87

2013-03-18 17:07:39

68.185,120,123

2013-03-20 05:08:34

71.93.186.228

2013-03-12 18:11:55

97.90.187.10!

2013-03-20 16:09:56

96.35.20.42

2013-03-22 10:57:20

97.94.183.170

2013-03-22 14:59:58

75.141.99.132

2013-03-02 20:49:53

24.205.138.215

2013-03-05 00:35:10

71.93.42.87 2013-03-19 04:29:36
24.176.172.52  |2013-03-20 06:34:22
71,91.78.48 2013-03-20 07:03:00

68.185.197.65

2013-03-14 1%:10:57

75.134,135,229

2013-03-10 04:20:58

96.36.134.142

2013-03-12 09:51:58

96.40.133.199

2013-03-07 01:15:14

71.94.245,242

2013-03-19 23:47.38

24.171.56.233

2013-03-07 02:58:19

71.89.110.250

2013-03-11 07.08:42

71.95.102.78

2013-03-22 07:56:49

97.80.125.125

2013-03-10 0%x46:11

96.38.128.122

2013-03-19 19:25:53




68.189.187.148

2013-03-03 (5:36:12

75.136.121.189

2013-03-02 15:47:57

24.241.228.142

2013-03-13 03:27:29

24.176.73.93

2013-03-04 14:48:19

75.142.78.187

2013-03-05 06:16:59

24.176.21.94 2013-03-15 17:54:09
68.186.211,101 [2013-03-07 10:17:50
71.85.51.17 2013-03-20 02;54:42
24.231.170.53  12013-03-05 00:52:53
71.93.229,96 2013-03-19 17:02:50

71.83.170.233

2013-03-17 08:36:42

97.83.130.172

2013-03-21 14:33:27

75.134.3.53

2013-03-12 02:09:21

68.114.242.248

2013-03-19 01:17:58

75.131.228.183

2013-03-11 06:55:47

96.32.30.182

2013-03-01 17:37:38

66.169.76.246

2013-03-04 03:28:11

97.91.154.158

2013-03-14 00:26:13

24.176.144.234

2013-03-05 00:44:17

71.83.229.226

2013-03-17 23:05:09

68.186.161.249

2013-03-20 15:34:0]
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2013-03-01 03:18:59
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2013-03-22 05:26:11

24.231.249.196

2013-63-02 02:11:43

24.151.44.62
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24.217.129.78 {2013-03-14 15:45:40
24.158.38.35 2013-03-02 22:00:24
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24.51.35.38 2013-03-18 19:45:05
71.87.50.247 2013-03-01 09:37:16
24.236.214.186 12013-03-14 23:45:41
71.84.20.202 2013-03-13 16:51:50

24.241.228.189

2013-03-10 14:16:22

71.83.181.234

2013-03-15 13:01:33

24.107.102.100

2013-03-03 03:07:32

68.185.146.159

2013-03-18 16:55:18

71,93,167.109

2013-03-17 01:15:32

24.177.13.147

2013-03-18 17:22:17

24.159.255,163

2013-03-13 19:39:41

71.8.206.216 2013-03-14 22:07:26
68.119.70.183  12013-03-01 04:51:35
66.214.19.56 2013-03-10 01:36:52
96.36.131.62  }2013-03-17 15:22:05
68.185,136.208 [2013-03-13 16:34:47
66.169.86.27  12013-03-15 05:36:45
96.32.56.149  12013-03-04 08:31:37




71.88.241.34

2013-03-13 00:03:32

71.85.218.60 2013-03-09 20:33:03
68.189.56.148 12013-03-07 16:31:50
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97.81.252.118

2013-03-03 14:51:48

24.182.20.53

2013-03-22 11:00:21

75.131.215.55

2013-03-01 22:49:07

68.185.243.168

2013-03-20 16:41:25

97.80.242.183

2013-03-05 05:27:14

96.32.135.98

2013-03-20 13:19:03

97.90.118.145

2013-03-22 12:45:04

24.183.157.225

2013-03-21 22:02:18

24.241.20.155

2013-03-22 04:25:15

68.117.58.25

2013-03-17 04:41:21

97.83.207.90

2013-03-09 20:32:08

24,158.202.105

2013-03-18 01:58:02

66.188.248.82

2013-03-20 16:39:50

97.88.145.27

2013-03-05 09:20:38

24.107.213.150

2013-03-1607:57:53

71.9.19.156

2013-03-12 21:42:17

75.139.146.164

2013-03-05 05:17:50

71.81.60.228

2013-03-13 19:01:21

71.92,161.143

2013-03-13 06:43:10




75.141.98.178

2013-03-12 13:57:.01

96.37.206.27 2013-03-18 01:22:59
24.107.227.103 [2013-03-07 09:24:55
71.83.241.216 12013-03-15 14:57:28
96.35.218.2 2013-03-01 07:11:19
66.191.58.134 }2013-03-17 08:13:30
96.37.213.26 2013-03-19 08:01:39
75.128.97.108 12013-03-14 20:33:27
97.86.246.84 2013-03-14 02:26:29
71.88.52.165 2013-03-03 19:52:10

24.205.179.254

2013-03-20 12:38:44

24.177.220.70

2013-03-19 20:20:06

75.132.35.203

2013-03-03 20:06:06

66.191.203.218

2013-03-07 01:55:17

96.42.195.0

2013-03-19 01:01:35

97.93.26.55

2013-03-15 08:31:22

66.188.66.148

2013-03-18 20:26:53

71.85.193.220

2013-03-1203:14:47

24.241,246.127

2013-03-01 02:36:11

75.137.120.189

2013-03-06 23:12:19

96.41.230.247

2013-03-10 04:21:43

96.35.90.51 2013-03-19 11:33:53
75.131,199.71 |2013-03-12 02:08:49
71.84.123.85 2013-03-14 06:25:56

24.197.193.59

2013-03-12 19:52:58

24.158.53.229

2013-03-07 02:29:20

66.169.242.204

2013-03-04 04:48:33

24.241.115.208

2013-03-04 10:28:54

66.188.180.12

2013-03-21 23:07:17

24,183.220.33

2013-03-10 18:58:40

71.12.245.181

2013-03-10 09:11:32

24.158.71.176

2013-03-18 22:01:04

24.177.224.203

2013-03-22 15:42:45

24.180.131.219

2013-03-1517:19:47

24.217.64.199

2013-03-18 10:52:36

68.191.179.50

2013-03-19 13:04:50

75.131.226.88

2013-03-05 12:15:07

71.82.219.80

2013-03-22 00:12:16

75.128.112.24

2013-03-17 15:27:26

71.80.117.140

2013-03-17 04:32:23

75.141.192,120

2013-03-22 15:42:55

96.40.234.129

2013-03-06 22:31:07

96.35.203.221 12013-03-05 07:44:02
97.91.231.19 2013-03-18 00:18:00
68.191.48.42 2013-03-11 00:33:31

66.215.205.153

2013-03-09 18:46:43

71.8.0.143

2013-03-02 08:01:23




24.158.219.238

2013-03-19 04:29:10

71.80.220.41 2013-03-22 07:57:32
75.138.182.249 12013-03-17 17:54:03
66.214.98.13 2013-03-12 06:40:56
24.158.69.25 2013-03-16 07:01:54

75.143.72.129

2013-03-11 00:53:29

68.118.68.162

2013-03-1106:50:17

24.236.249.235

2013-03-20 07:27:52

68.118.230.147

2013-03-0503:16:29

71.11.22.91

2013-03-11 12:13:16

71.95.145.204

2013-03-02 00:08:16

66.169.167.17

2013-03-12 (02:09:28

75.131.140.54

2013-03-19 10:22:26

75.138.61.243

2013-03-15 21:52:36

68.186.164.216

2013-03-04 10:37:06

71.80.232.164

2013-03-16 06:18:30

96.40.132,179

2013-03-12 05:46:52

$7.95.233.186

2013-03-17 05:11:01

97.94.235.142

2013-03-22 08:53:10

97.82.201.106

2013-03-12 13:55:48

68.116.197.94

2013-03-04 03:22:24

71.10.19.156

2013-03-09 17:05:43

97.93.122.69

2013-03-22 01:50:10

75.142.136.58

2013-03-20 08:43:11

96.33.144.242

2013-03-14 14:35:41

68.118.217.244

2013-03-1013:11:22

96.32.69.207 2013-03-09 12:53:37
97.93.248.165 |2013-03-14 14:52:09
71.9.65.205 2013-03-14 22:06:26
68.118.79.65 2013-03-13 08:29:33
96.41.146.19 2013-03-17 04:02:43

66.190.254.240

2013-03-11 15:10:32

97.81.196.195

2013-03-12 23:17:05

68.118.2.237 2013-03-22 09:44:54
75.142.76,95 2013-03-13 07:46:30
75.128.72.64 2013-03-02 03:58:00
97.81.29.177 2013-03-01 06:02:23
71.80.232.243  |12(13-03-13 11:30:20
71.81.33.165 2013-03-14 08:30:41
68.186.54.63 2013-03-21 22:41:22
71.10.115.95 2013-03-14 13:42:42

71.95.133,221

2013-03-17 02:41:05

75.128.217.23

2013-03-13 02:35:33

75.132.148.222

2013-03-03 08:54:39

75.136.42.249

2013-03-13 01:33:07

68.115.78.216

2013-03-22 (07:44:42

68.119.12.209

2013-03-18 06:39:27




24,196.20.139

2013-03-02 07:06:47

96.41.105.58

2013-03-22 13:35:06

96.42.153.220

2013-03-10 11:32:11

71.91.190.224

2013-03-20 06:51:44

75.140,84.49 2013-03-19 16:46:02
24.182,231.154 ;2013-03-06 19:46:55
71.11.234.181 12013-03.02 04:30:59

68.19}.63.186

2013-03-02 00:54:51

66.214.60.190

2013-03-12 16:39:29

68.187.43.104 }2013-03-22 04:34:13
66.227.134.0 2013-03-20 17:01:02
75.128.64.46 2013-03-15 10:03:34
68.184.168.19  12013-03-09 18:27:21
97.90.93.129 2013-03-18 18:30:00

66.215.216.111

2013-03-13 05:26:28

68.115.22.156

2013-03-01 17:52:51

24.196.40.48

2013-03-01 04:27:21

71.95.122.132

2013-03-09 11:49:01

66.189.116.149

2013-03-12 07:34:53

66.191.17.210

2013-03-22 06:26:35

68.184,240,237

2013-03-20 14:08:10

66.227.164.181

2013-03-17 19:30:30

71.88.9.100 2013-03-11 01:14:11
68.112,149.12  |2013-03-15 18:40:46
71.11.146.2 2013-03-06 21:37:16
68.184.31.204 12013-03-01 09:44:18

66.169.130,59

2013-02-28 22:55:29

96.40.147.112

2013-03-22 04:17:24

96.39.148.13 2013-03-16 07:13:24
24.207.129.140 §2013-03-19 21:59:44
71.80.58.196 2013-03-09 20:48:30
75.129.149.39  12013-03-17 07:00:14
96.40.152.92 2013-03-18 20:00:42
75.142.234 98 12013-03-20 02:38:14
71.92.162.47 2013-03-1909:32:11

68.118.38.102

2013-03-17 10:16:52

96.36.147.209

2013-03-17 06:34:13

66.169.33.20 2013-03-05 21:36:21
97.93.16.194 2013-03-18 03:59:51
68.190.55.19 2013-03-07 10:41:57
24.205.171,30 12013-03-02 09:57:14
36.32.10.49 2013-03-07 18:05:41

71.94.156.235

2013-03-19 07:50:31

24.183.165.24

2013-03-16 03:39:02

75.130.122.109

2013-03-11 05:35:51

68.119.35.29

2013-03-05 07:33:54

96.38.128.141

2013-03-11 09:53:25




97.84.168.187

2013-03-16 19:56:16

24.51.35.144 2013-03-12 00:32:00
71.81.5.85 2013-03-18 09:06:46
68.190.229.216 {2013-03-07 03;15.55
24.182.200.8 2013-03-14 01:23:29

75.137.104.101

2013-03-19 16:09:34

66.189.237.239

2013-03-19 02:43:06

75.134.85.78

2013-03-18 07:27:17

75.138.41.7

2013-03-19 08:38:25

75.143.169.187

2013-03-14 18:13:09

60.191.24.161

2013-03-06 20:53:38

75.137.25.81 2013-03-12 06:05:04
71.89.92.213 2013-03-15 01:22:59
71.87.106.65 2013-03-07 05:21:36

71.92,218.159

2013-03-20 12:36:11

97.88.170.223

2013-03-05 20:43:53

97.89.148.15 2013-03-19 18:03:07
75.142.97.188 |2013-03-06 04:03.:24
97.92,152.51 2013-03-21 22:49:12

66.188.154.247

2013-03-18 16:16:20

66.214.76.114

2013-03-16 23:49:18

97.91.201.231

2013-03-03 09:51:33

96.38.154.138

2013-03-16 02:53:33

71.9.55.249 2013-03-12 03:14:59
97.92.200.173 |2013-03-18 19:39:34
24.217.44.190 |2013-03-15 14:09:36

68.115.90.119

2013-03-04 02:53:30

97.92.155.105

2013-03-15 13:25:50

75.137.255.111

2013-03-15 18:58:02

66.214.175.25

2013-03-1504:21:01

71.15.38.76 2013-03-02 08:06:27
75.139.211.175 12013-03-03 07:30:04
68.185.66.70 2013-03-11 15:30:43
71.15.31.130 2013-03-15 22:29:00
71.12.170.74 2013-03-18 05:14:19
68.117.76.151 |2013-03-15 18:52:18
66.169.72.73 2013-03-20 06:50:21

75.134.127.12

2013-03-04 08:12:07

24,178.116.81

2013-03-14 18:28:58

71.94.129.229

2013-03-18 06:28:07

71.91.18.137

2013-03-17 15:11:36

24.158.203.59

2013-03-13 05:13:28

66.227.227.224

2013-03-18 21:42:55

24.176.210.76

2013-03-13 18:51:34

68.184.146.121

2013-03-15 17:55:29

173.46.227.601

2013-03-12 00:51:24

24.231.185.185

2013-03-19 12:00:34




24.178.139.151

2013-03-19 13:58:36

24,158.146.28

2013-03-14 11:54:15

71.87.113.17 2013-03-19 05:37:41
75.143.232.48 {2013-03-20 03:15:07
68.191.13.90 2013-03-19 03:28:36

75.134.112.230

2013-03-12 21:40:24

71.94.218.135

2013-03-20 04:06:21

68.114.223.107

2013-03-19 02:04:07

71.11.24.22 2013-03-03 21:00:13
68.191.9,141 2013-03-09 10:25:54
66.168.100.248 |2013-03-17 13:19:20
66.189.93.36 2013-03-19 14:43:35

68.116.251,148

2013-03-21 15:26:59

24.158.36.119

2013-03-20 13:57:53

75.142.245.213

2013-03-09 16:14:10

71.93.118.47

2013-03-12 00:13:05

24.205.232.126

2013-03-20 02:20:56

24.223.105,154

2013-03-19 15:58:00

24.247.211.123

2013-03-16 20:30:13

75.130.227.51

2013-03-15 10:46:49

68.186,30.226

2013-03-20 16:32:37

97.81.48.94 2013-03-07 08:57:02
71.83.148.59 2013-03-1511:15:31
97.80.33.128 2013-03-19 01:32:53
71.94.170.189 ]2013-03-15 07:50:16
71.91.40.208 2013-03-15 20:50:52

75.134,128.99

2013-03-17 04:22:59

71.86.122.158

2013-03-03 21:32:55

66.214.174.146

2013-03-01 19:55:22

96.38.235.118

2013-03-20 00:17:56

96.40.145.112

2013-03-22 15:45:52

97.89,75.11 2013-03-17 06:26:20
75.140.244.214 }2013-03-06 09:24:12
97.81.9.112 2013-03-20 05:08:28

$7.93.246.133

2013-03-20 16:50:24

71.12.196.199

2013-03-05 05:02:47

97.90.119.72

2013-03-11 07:14:23

66.214.83.234

2013-03-02 00:57:20

24.159.153.86

2013-03-03 14:43:37

97.95.89.69 2013-03-11 06:25:55
24.240.26.2 2013-03-07 01:00:39
97.82.189.204 }2013-03-17 05:35:59
96.41.55.126 2013-03-13 14:57:03
96.35.47.44 2013-03-17 20;25:07
66.169.242.184 |2013-03-22 05:52:18
24.205.15.54 2013-03-22 02:10:26

75.136.148.149

2013-03-18 13:27:17




06.39.227.52

2013-03-16 18:09:18

97.88.165.237

2013-03-20 16:33:59

71.95.34.65

2013-03-13 18:41:42

66.169.64.213

2013-03-12 14:38:57

68.184.242.60

2013-03-15 09:19:20

66.189.143.50

2013-03-18 01:24:43

24.205.189.212

2013-03-20 16:54:05

71.10.33.157

2013-03-18 17:22:00

71.8.116.55

2013-03-21 23:08:40

66.214.25,105

2013-03-20 09:09:32

68.185.41.200

2013-03-01 12:47:23

96.41.24.187

2013-03-20 00:19:50

66.189.210.169

2013-03-07 11:34:34

71.94.131.143

2013-03-03 18:07:07

71.12.2.} 2013-03-09 21:39:26
24.181.12.74 2013-03-20 06:26:15
96.39.249.168 |2013-03-20 03:52:20
66.189.78.63 2013-03-09 10:20:13
71.93.83.154 2013-03-17 23:41:07
68.185.176.173 12013-03-16 03:48:56
71.87.201.13 2013-03-20 04:06:17

24.159.34.243

2013-03-16 19:20:50

68.188.245.243

2013-03-05 13:38:00

68.186.170.35

2013-03-12 06:23:50

68.184.192.226

2013-03-0207:11:28

96.41.2.68 2013-03-19 14:17:47
68,187.85.22 2013-03-15 15:36:19
24.205.65.243  }12013-03-19 04:17:39
71.10.170.20 2013-03-21 23:10:05
71.83.111.220 {2013-03-08 20:35:22
96.41.169.86 2013-03-02 22:44:25

68.190,114.182

2013-03-01 19:09:10

24.231.242.20

2013-03-05 15:09:11

97.82.218.146

2013-03-13 18:41:41

71.9.62.117

2013-03-01 09:11:39

71.90.160.7

2013-03-17 11:15:50

97.93.103.161

2013-03-02 04:11:32

68.191.58.158

2013-03-14 23:59:22

24.2(y7.183.168

2013-03-19 10:56:44

24.151.21.16 2013-03-19 22:23:26
24.207.254.187 {2013-03-12 03:59:05
75.142.162.3 2013-03-13 07:29:15

75.129,226.75

2013-03-22 07:45:49

71.10.162.171

2013-03-03 15:45:40

71.85.206.108

2013-03-12 17:55:43

71.90.57.230

2013-03-19 03:59:01

97.88.61.246

2013-03-18 03:14:36




75,128.85.186

2013-03-02 19:50:59

71.92.60.2 2013-03-20 16:34:01
07.94.238.174 §2013-03-16 22:49:28
75.138.56.49 2013-03-1100:42:21
71.94.66.50 2013-03-05 17:12:44
97.92.1.204 2013-03-01 07:26:23
75.132.11.17 2013-03-14 15:12:29
07.91.232.207 |2013-03-10 15:17:48
71.95.2.26 2013-03-03 19:26:48
68.190.188.200 |2013-03-12 12:53:02
71.89.85.254 2013-03-12 20:53:30
97.92.64.155 2013-03-17 07:56:06
71.95.36.220 2013-03-07 13:50:28

75.136.228.200

2013-03-12 18:46:31

24.205.81.245

2013-03-20 14:37:37

96.39.225.223  12013-03-07 06:37:41
97.93.231.170 }2013-03-03 23:55:50
97.88.0.83 2013-03-20 02:19:06

71.90.170.159

2013-03-21 14:33:26

68.188.185.66

2013-03-18 18:30:10

68.116.80.13 2013-03-14 02:26:13
71.83.124.221 12013-03-19 07:50:37
71.84.107 .8 2013-03-21 23:07:17

68.186.87.183

2013-03-22 05:50:41

97.93.217.155

2013-03-10 07:05:44

68.113.90.15

2013-03-08 20:30:41

75,128.71.57

2013-03-19 22:01:13

66.214.174.134

2013-03-12 00:10:36

68.186.155.231

2013-03-10 20:20:46

68.117.203.4

2013-03-07 07:37:03

68.184.210.61

2013-03-20 00:41:39

75.131.203.126

2013-03-19 04:14:19

68.188.251.157

2013-03-12 18:32:15

75,141,139.5

2013-03-15 04:55:23

68.191.242.249

2013-03-16 00:48:33

75.136.160.196

2013-03-10 10:56:01

96.40.135.232

2013-03-03 05:08:07

97.87.163.47

2013-03-22 00:41:42

24.205.185.195

2013-03-12 03:37:38

24.176.22.107

2013-03-19 15:39:28

75.131.161.39

2013-03-02 11:02:20

24.181.234.52

2013-03-22 04:25:18

24.182.23] 48

2013-03-18 14:28:00

57.93.241.116

2013-03-07 16:55:13

68.190.229.137

2013-03-22 15:42:54

71.9.128.231

2013-03-09 16:17:20

68.119.73.53

2013-03-13 11:57:16




24.181.84.70

2013-03-17 01:05:31

68.187.154.224

2013-03-15 14:01:17

75.128.179.234

2013-03-09 15:19:46

68.185.226.192

2013-03-02 07:11:35

75.141.204,62

2013-03-21 15:39:52

75.135.193.39

2013-03-03 18:19:42

24.216.226.3

2013-03-20 02:00:17

71.10.163.184

2013-03-20 16:21:34

75.133.173.103

2013-03-12 11:52:49

66.189.159.233

2013-03-22 02;21:44

75.132,33.54 2013-03-01 20:51:32
66.168.162.213 12013-03-15 17:54:38
97.87.163.30 2013-03-08 21:05:29
68.184.136.37 }2013-03-18 05:14:07
71.8.206.173 2013-03-18 01:39:56
07.82.139.47 2013-03-17 22:05:12
24.176.4.204 2013-03-19 04:58:04

24.107.176.239

2013-03-06 05:00:00

24.107.228.89

2013-03-04 22:33:24

71.80.185.75 2013-03-05 21:30:57
97.82.33.68 2013-03-1622:45:43
24.196.148.125 [2013-03-10 17:41:15
68.114.69.35  12013-03-09 18:55:40

71.88.115.180

2013-03-21 22:02:16

75.138.45.144

2013-03-17 08:30:06

97.85.247.242

2013-03-22 09:28:23

97.82,152.133

2013-03-11 07:15:09

68.187.69.168

2013-03-05 15:46:32

96.36.138.140

2013-03-19 01:32:53

97.85.176.8

2013-03-18 03:16:29

24.51.179.253

2013-03-01 08:32:39

71.8.122.120

2013-03-22 02:38:40

24.231.202.127

2013-03-14 09:54:45

71.14.113.23

2013-03-06 22:59:30

68.112.102.211

2013-03-12 23:50:15

75.131.23.116

2013-03-22 09:16:09

96.32.64.109

2013-03-15 05:14:35

68.191.139.249

2013-03-05 01:42:20

68.188.179.230

2013-03-16 02:47:55

24.151.197.77

2013-03-14 07:05:15

97.939.184 2013-03-03 23:14:47
75.141.110.157 {2013-03-20 10:21:39
68.119.0,237 2013-03-12 08:49:3]
24.216.75.166 [2013-03-03 15:45:37
71.81.193.50 2013-03-14 20:12:25

97.90.150.131

2013-03-15 23:05:36

24,196.81.71

2013-03-04 07:57:26




75.133.163.135

2013-03-18 03:16:50

24.171.21.129

2013-03-17 07:18:24

71.87.241.49

2013-03-11 05:21:47

24.217.143.33

2013-03-12 13:46:07

68.189.79.202

2013-03-05 11:11:51

68.114.90.105

2013-03-03 09:19:46

24.217.217.1

2013-03-18 14:07:27

96.38.180.20

2013-03-19 01:33:49

68.119.72.236

2013-03-19 03:16:36

24.158.144.118

2013-03-17 19:10:25

97.92.136.195

2013-03-13 19:40:23

75.129.60.60

2013-03-14 04:24:59

96.41.79.91

2013-03-18 23:09:29

24.197.129.87

2013-03-09 21:25:24

24.205,148.209

2013-03-22 06:26:55

24.205.101.128

2013-03-18 21:42:54

24.240.38.4 2013-03-20 10:21:45
96.42.99.54 2013-03-05 04:10:10
68.117.60.124 |2013-03-12 21:43:21
96.37.27,166 2013-03-05 20:59:59

24.181,95,222

2013-03-20 09:20:06

71.11.199.108

2013-03-20 00:41:31

66.190,88.230

2013-03-19 19:24:49

24.180.35.151

2013-03-05 03:00:26

75.133.172.81

2013-03-18 20:00:11

71.9.37.161 2013-03-20 09:38:53
68.118.220.190 12013-03-22 15:00:55
66.214.2.187 2013-03-20 02:37:32

75.130.179.136

2013-03-03 00:54:33

97.90.118.111

2013-03-20 09:23:06

71.80.192.104

2013-03-18 20:27:10

96.41.18.157 2013-03-22 14:41:40
96.35.43.124 2013-03-05 05:32:15
96.36,128.54 2013-03-20 10:54:07

66.169.22.115

2013-03-07 04:36:11

66.214.133.146

2013-03-18 01:22:59

66.190.101 .41

2013-03-12 10:08:20

71.80.123.56

2013-03-18 00:34:22

71.12.243.100

2013-03-17 05:01:24

75,142.58.182

2013-03-10 01:35:53

66.168.211.172

2013-03-02 07:09:43

24.179.59.10 2013-03-15 06:26:34
75.128.91.73 2013-03-10 08:47:51
66.189.36.147 12013-03-13 18;02:35
75.139.9,251 2013-03-17 19:33:25
96.36.149.71 2013-03-05 07:39:36
66.189.10.39 2013-03-09 09:41:29




66.214.184.66

2013-03-17 23:05:09

75.136.43.255

2013-03-17 15:01:38

64.83.213.135

2013-03-16 00:22:42

75.138.15.79

2013-03-15 02:42:30

24.107.199.173

2013-03-19 15:00:37

66.189.28,191

2013-03-20 01:08:45

24.240.29.233

2013-03-03 00:58:22

68.188.233.90

2013-03-20 06:14:02

75.135.84,190

2013-03-11 13:16:57

68.185.203.66

2013-03-02 03:31:35

96.41.178.66

2013-03-10 10:01:35

07.94,140,212

2013-03-12 12:44:33










a dramatic effect on them. There are so many Trofans available and so many points of failure in
security that could go wrong, that they'd still have some chance of success.”

RSA's researchers were able 1o make the connection to the Gozi Prinimalka Trojan, which has been
in circuiation since 2008 and responsibie for $5 million in fraud-related losses. Prinimalka is similar
to the Gozi Trojan in technical and operational aspects, RSA said, Jeading to speculation the
HangUp Team, which was tied to previous Gozi attacks, is behind this attack as well. Prinimalka is
Russian for the word “receive” and is a folder name in every URL patch given by this particular gang
to its crimeware servers.

Prinimaika uses the same bot-to-server communication pattern and URL trigger list as Gozi, RSA
said. But deployment of the two Trojans is different: Gozi writes a singie DLL file to bots upon
deployment, while Prinimaika writes two, an executable file and a DAT file which reports 1o the
command and conirol server,

Once the Trojan is faunched, the botmaster fires up a virtual machine synching module. The module
then duplicates the victim's computer, inciuding identifiable features such as time zone, screen
resolution, cookies, browser type and version, and software identification, RSA said. This allows the
botmaster io impersonate the viciim's machine and access their accounts. Access is carried out over
a SOCKS proxy connection instalied on the victim’s machine, RSA said.

The cloned virtual system then can move about on the genuine IP address of the compromised
machine when accessing the bank website. Taking i a step further, the attackers depioy VolP phaone
flooding software that wili prevent the victim from receiving a confirmation call or text aferting them io
unusual fransfer activity, RSA said.

“They are looking for this to be a quick campaign,” Ahuvia said. “They want to make as much as they
can uniil the banks and users harden their systems. They want {o cash out quickly.”

Commeniing on this Article will be autornatically closed on January 4, 2013.










































IN THE CIRCUIT COURT OF THE TWENTIETH JUDICIAL CIRCUIT
ST. CLAIR COUNTY, ILLINOIS

LAW DIVISION
PEG LEG PRODUCTIONS, LLC, ) o
) No. ;MR /4 5
Petitioner, )
V. ) FILED
) ST. CLAIR COUNTY
CHARTER COMMUNICATIONS, LLC,
% APR 17 2013
Respondent. )
)
)

MEMORANDUM OF LAW IN SUPPORT OF PETITION FOR DISCOVERY BEFORE
SUIT TO IDENTIFY RESPONSIBLE PERSONS AND ENTITIES

L INTRODUCTION

Through this petition for discovery, Petitioner, the owner of private websites, seeks to
learn the identities of unidentified John Does (“Does”) from Internet Service Provider (“ISP™)
Respondent Charter Communications, LLC (“Charter”), so that Petitioner may file a suit against
these individuals for computer fraud and abuse, computer tampering, and civil conspiracy. Since
Does used the Internet to commit their violations, Petitioner only knows Does by their Internet
Protocol (“TP”) addresses. Does’ IP addresses were assigned to Does by Charter. Accordingly,
Charter can use the IP addresses to identify Does. Indeed, Charter maintains internal logs, which
record the date, time and customer identity for each IP address assignment made by Charter.
Significantly, Charter only maintain these logs for a very short period of time.

Petitioner seeks an order requiring Charter to respond to a subpoena that will be served it
requiring Charter to disclose the true name, address, telephone nurnber,l e-mail address and
Media Access Control (“MAC”) address' of the Does. Petitioner will only use this information to

resolve its computer fraud and abuse and computer tampering dispute with the Does. Without

! A MAC address is a number that identifies the specific device used for the hacking activity.
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this information, Petitioner cannot name Does in future suits nor immediately serve Does to
pursue any such lawsuit to protect itself.

As explained below, Petitioner is indisputably entitled to learn the id.entity of Does and a
petition for pre-suit discovery is a proper tool for this purpose. Accordingly, this Court should
grant this petition.

I1. FACTUAL BACKGROUND

Petitioner operates a private website. As alleged in the Petition, Petitioner has actionable
claims for computer fraud and abuse and computer tampering against each of the Does. Does
used hacked passwords to gain unauthorized access to Petitioner’s protected computer systems.

Although Petitioner does not know Does’ true identities, Petitione'r’s agents identified
each of the Does by a unique IP address assigned to that Doe by Charter and the date and time of
the hacking activity. Charter maintains internal logs which record the date, time, and customer
identify for each IP address assignment made. Charter can use the IP address provided by
Petitioner to identify the Does. Charter, however, only retains the information necessary to
correlate an IP address to a person for a short amount of time. Accordingly, time is of the essence
with respect to getting the subpoenas to Charter so that Charter may preserve and maintain this
informaﬁon necessary to identify Does.

III. ARGUMENT

Petitioner may obtain the identities of the Does through a petition for discovery pursuant
to Hlinois Supreme Court Rule 224. A petition for discovery before suit to identify responsible
persons and entities may be used by “{a] person or entity who wishes to engage in discovery for
the sole purpose of ascertaining the identity of one who may be responsible in damages .. .” 134

I11. 2d R. 224. Illinois courts grant petitions for pre-suit discovery when, like in the present case,



the identities of the defendants are unknown to the plaintiff. John Gaynor v. Burlington Northern
and Santa Fe Railway, 750 N.E.2d 307, 312 (Ili. App. Ct. 2001) (*Rule 224’s use is appropriate
in situations where a plaintiff has suffered injury but does not know the identity of one from
whom recovery may be sought.””); Roth v. St. Elizabeth's Hospital, 607 N.E.2d 1356, 1361 (IIL.
App. Ct. 1993) (“[Rule 224] provides a tool by which a person or entity may, with leave of court,
compel limited discovery before filing a lawsuit in an effort to determine thg identity of one who
may be liable in damages.”) (Quoting 134 Ill. 2d R. 224, Committee Comments, at | 88-89)).

The “identity” that Petitioner is entitled to ascertain is more than just the names of the
unknown Does. John Gaynor, 750 N.E.2d at 312 (“on occasion, the identification of a defendant
may require more than simply a name and that, on those occasions, discovery under Rule 224 is
not limited to the petitioner’s ascertainment of a name only.” (Citing Beale v. EdgeMark
Financial Corp., 664 N.E.2d 302 (lll. App. Ct. 1996)). Petitioner requires this additional
information,” because sometimes the Internet subscriber and the actual hacker are determined to
not be one and the same.’ Petitioner needs all the identifying information it seeks to make this
determination.

Further, Petitioner is not precluded from the information it seeks simply because it is
aware of the Does’ IP addresses. The court in Beale explains that the pre-suit discovery is not
preciuded “solely on the basis of the petitioner’s knowledge of a name only.” 664 N.E.2d at 307.

Knowledge of the Does’ IP addresses does not provide Petitioner with sufficient information to

? The address, telephone number, e-mail address, and Media Access Control address of each account
holder.

* For instance, an individual who lives alone with a secure wireless Internet connection is very likely to be
both the account holder and the hacker. In contrast, where the account holder is, for example, the wife of
the household it is more likely the case—given the nature of Petitioner’s business—that the husband or a
college-aged son is the appropriate hacker. In other words, in the latter example the account holder and
the hacker are most likely not the same individual.



name and bring a lawsuit against them. 1f mere knowledge of the defendant’s name is not enough
to preclude pre-suit discovery under Rule 224, then mere knowledge of the Does’ IP address is
also not enough to preclude the pre-suit discovery.

In short, Petitioner is using the petition for pre-suit discovery for its intended purpose: to
identify the names of the people who have harmed it. There is no legal or equitable reason why
Petitioner should be prohibited from seeking the Does’ identities from Charter.

V. CONCLUSION |

For all the forgoing reasons, the Court should enter an order granting this petition.

Respectfully submitted,
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